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1. Aim of the Manual and importance of Local Security Plan.

Aim

The Security Plan for MSSAA office located in Jalalabad is a formal document prepared to assist all
Jalalabad members during times of increased security threat and risk. The Security Plan details mandatory
requirements, and provides advice for all members of the East Regional Office of MSSAA community. It is
not meant to be exhaustive but does provide the Country Director with flexible guidelines within relatively
strict parameters. The Security Plan for Jalalabad is based on the security requirements detailed in the
references. This Security Plan should be read in conjunction with the References and any other formal
security instructions issued by the Security manual.

Each project area has its own Local Security Plan (LSP), which varies from a location to other and is
assessed on the current area security situation.

Responsibility

The East Regional Manager has the overall responsibility for Security. He has an appointed Security Focal
Point to assess the daily security issues and report accordingly. Therefore, all security related
correspondences must come from and go through the East Regional office MSSAA. These regulations will
be regularly reviewed every six months by the Security focal point and assigned staff and will be and will
be share with donor agency. Everyone is responsible for his/her own security, this Local Security Plan” will
provide guidelines how to manage staff safety and security during in incident.

Updated security information will be shared with all the staff through security advisories.

Security information is obtained from the project targeted areas and the organization which has the
security responsibilities such as INSO and others.

Terminology

In this document the terms security and safety are used with the following meaning:

Security: freedom from intentional acts and threats.

Safety: freedom from unintentional acts and threats.
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2. Primary sources of security information

A. INSO Afghanistan: The analysis and recommendations of INSO are the primary source of
information for Jalalabad office.

B. News: the local networks which are active in the area is a reliable source to collect security
information from.

C. Local information sources: In the field, the locally gathered information from reliable sources
is considered supportive for Jalalabad office for security information gathering.

D. Staff: All staff is encouraged to share relevant security information obtained from formal and
reliable informal sources during Jalalabad staff coordination meetings or when it is urgent
(NGOs coordination meeting ACBAR, cluster meetings, HRT meeting and etc.)

3. Situation Analysis (Context Analysis, Risk Assessment)

During the presence of the security focal point draft security advisory according to the updated security
situation in the operating areas and share the information with all office staff, and the donor agency.

AOG

A. Context Analysis

A country’s overall historical, political, social, military, economic, cultural and environmental
context is the key aspect that determined humanitarian operational field risks. Any lack of
contextual understanding for both the overall Afghan and specific Eastern sub-contexts (Kunar
and Nangarhar) will ensure MSSAA will be unable to effectively manage its vulnerabilities
(weaknesses) to general and specific situational security threats and safety hazards arising in the
area.

¢ Risk Assessment
a. Threat Assessment

Despite numerous security operations and checkpoints by ANSF in and around the city, Jalalabad
remains at high risk for AOG attacks, including VBIEDs, direct and indirect fire, and suicide
bombings. Buildings or compounds that lack robust security measures in comparison to
neighboring facilities may be viewed as targets of opportunity by AOG focusing on ANSF/IMF
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personal and Afghanistan Government. Currently the main threat for NGOs collateral damage at
the wrong time/wrong place.

AOG targets

A large range of targets are potentially including places frequented by foreigners, airports, hotels,
media centres, international and political conferences, election-related facilities, military
installations and Afghan Government buildings, diplomatic premises and convoys may also be
particular targets. Such attacks often cause significant casualties amongst civilian bystanders in
addition to those being specifically targeted.

The Afghan Government has named a number of potential AOG targets. These include but are not
limited to: embassies and aid agencies run by foreign governments;

Civil unrest/political tension

Crime

International events and political developments in the region may trigger demonstrations in
Jalalabad Afghanistan. Events outside of Afghanistan have, in the past, provoked violent
demonstrations or attacks.

Demonstrations, political violence and insurgent attacks may occur in response to political
developments. People, places and events associated with the political process could be attractive
AQOG targets. Anti-government groups have undertaken AOG acts against members of the
Government. Government officials have been assassinated.

It is strongly advised to avoid demonstrations, political rallies, public gatherings and minor
disputes as they could escalate and become violent, resulting in deaths and injuries. If you are in
an area affected by demonstrations, you should find a safe location, remain indoors, monitor local
information sources and heed the advice of authorities.

A large portion of the Afghan population is unemployed, and many among the unemployed have
moved to urban areas. There is a high level of serious crime in Nangarhar Province, Armed
robbery, and carjacking occur and the level of weapon ownership is high. Criminal groups are
focus on those actors who have or have valuable assets. With NGOs communities are attracting
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wealthy there is a threat of being directly targeted by criminals this can include looting, robberies
or kidnapping.

These factors may directly contribute to crime and lawlessness. And such cases are reported by
the different organizations.

Money and valuables

Due to poor government system, access to banking facilities is limited and unreliable.
Afghanistan's economy operates on a "cash-only" basis for most transactions. There are a small
number of ATMs in Jalalabad. Credit cards and travelers cheque are not widely accepted. The
most common currency in use is AFN & Doller.

While travelling, don't carry too much cash and remember that expensive watches, jewellery and
cameras may be tempting targets for thieves.

Passport is a valuable document that is attractive to criminals who may try to use identity to
commit crimes. It should always be kept in a safe place.

Natural disasters, severe weather and climate

Nangarhar Province is in an active earthquake zone. Flooding and landslides can occur with little
warning between March and May. Some mountainous areas are subject to deadly winter
avalanches.

b. Vulnerability Analysis

There is an elevated risk of kidnapping and assassinations targeting Non-Governmental
Organization (NGO) employees throughout the Jalalabad city.

MSSAA East Zone considers the threat to its staff in Nangarhar province, sufficiently serious to
require them to live and work under strict security restrictions.
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AOG elements remain violently opposed to the Government of the Islamic Republic of
Afghanistan. These groups aim to weaken or bring down the Government of Afghanistan. They do
not hesitate to use violence to achieve their aims. AOG actions may include, but are not limited to,
suicide operations, bombings including vehicle-borne explosives and improvised explosive devices
-assassinations, carjacking’s, and rocket attacks abduction.

The following factors tend to increase MSSAA vulnerability in Jalalabad.

Crime: Robbery and crime, particularly kidnappings, are also prevalent inside of Jalalabad City.
The transportation system in Nangarhar province is marginal, although the international
community is constructing modern highways and provincial roads. Vehicles are poorly maintained,
often overloaded, and traffic laws are not enforced. Roadside assistance is non-existent. Vehicular
traffic is chaotic and must contend with numerous pedestrians, bicyclists, and animals. Many
urban streets have large potholes and are not well lit. Rural roads are not paved. With congested
roads and abundant pedestrian traffic, vehicle accidents are a serious concern and can escalate
into violent confrontations. The few roads that exist are mostly in poor condition.

Closures: there are checkpoints, partial checkpoints across all the Jalalabad City. Closures
represent direct interaction between staff and the ANSF in sensitive areas (e.g. military areas).
Closures, such as checkpoints.

MSSAA focuses in terms of daily security management. Risk/Threat analysis.

c. Risk Analysis (see risk matrix)

The below table mapping the risks faced by MSSAA staff, was prepared and discussed in
depth.
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4. Security levels

The system of security levels is designed to assist to make a quick, organized response to changes
in the level of threat in MSSAA areas of operations in Nangahar Province.

The responsibility to relocate from an area or evacuate from the country lies upon the Regional
Manager after approval from Head Office. Although all staff are encouraged to inform the Country
Director or his/her deputy on any developments which might affect the security of the office
and/or the security measures in place. All other possible sources of information will be used to
determine the current security level and any changes shall be communicated to all staff
immediately

The risks inherent to MSSAA operations in each area of intervention are assessed on a daily basis.
This system allows fast and effective action to adapt to a change in the effective level of risk in the
field. The security phases are designed to assist country and area office staff in implementing
countermeasures to respond to changes in the threat level.

5. Security strategies

An aid or relief organization working in an area where the greatest threats are from crime,
instability, civil strife or conflict must have a clear and comprehensive strategy that addresses the
risk to staff. A security strategy is based on the perception of the community where the agency
works and the organization’s stated working philosophy. Some organizations rely on the goodwill
of the local population for safety (Acceptance strategy). In other circumstances, humanitarian
staff may require armed guards (Protection strategy) or even military units (Deterrent strategy) to
provide a safe working environment. The choice of security strategy depends on the range of
safety and security measures available. MSSAA primary security strategy is Acceptance). In
Jalalabad as well as in the field offices.

Acceptance aims to reduce risk by increasing acceptance of MSSAA presence and work. And
strong relationships with the people with whom we live and work, so that they understand and
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respect our role in the community as well as our humanitarian mandate. This is important for the
success of our programs, and helps to ensure our security when the situation becomes difficult or
dangerous.

Protection is seen as a more traditional approach to security - 'hardening the target' to reduce
vulnerability through protective measures, i.e., locks, doors, gates, razor wire, etc.

Deterrence aims to deter a threat with a counter-threat, such as guards, withdrawing a program,
etc.

6. Standard Operational Procedures (SOP’s)

A. Cultural Behavior Rules:

e Dress modestly. Shorts or short skirts are forbidden, and short sleeves for women are not
Recommended. Outside the urban areas it is advisable for men not to wear short sleeves.

e Women are advised to wear scarf, especially when visiting rural areas. It may be a
Requirement for women to cover their hair in certain circumstances.

e Respecting religious tradition culture.

e Sensitive and respectful behaviour and respect of local customs and rules is as essential
for personal security as technical security equipment and adherence to established rules
and regulations.

e Shoes are taken off before entering rooms, unless Afghan colleagues also enter with
shoes.

e Refrain from public political statements and are also cautious in raising personal opinions
towards local partners and national staff.

Praying

e Whatever plan you make should be organized so that people who are with you have time
And space to pray. Neither talks nor pass in front of someone praying.
e During Month of holy Muharam be respectful don’t lough loudly in the public area.

Ramadan

e Be respectful during Ramadan. Do not smoke, eat or drink in front of others. The staff will
Advise you of dates for Ramadan and other religious or national days.

B. Expats Movement:

Always have your charged afghan mobile phone with you.
Have important phone numbers saved in your mobile phone.
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Always maintain low profile and be aware of your surroundings and behavior.

Have a prepared ‘grab bag’ with all essential personal items at hand.

Carry at all times your passport, ID and Afghan money with you.

Have the contact list in your bag?

Report immediately any suspicious activities (e.g. your car is being followed, strange
telephone calls etc.) to the security manager.

1. Movements in Jalalabad:

. Restrict all unnecessary movements in Jalalabad city.

. Avoid high profile places for shopping and vary your shopping times and places.

. Avoid any high profile places and places where alcohol is served.

. Avoid places where expats gather frequently.

. Do not have patterns and routines, change timings and roads for all movements.

. There is no movement after darkness.

. Pick up and drop off is only done behind closed gates of compounds.

. Familiarize yourself with the geography of the area

. Each travel movement has to be communicated with the Security focal point for route
status before the trip.

. In case of any unforeseen, urgent movement out of Jalalabad city, the passenger has to

get a written or oral approval of the security focal point.
e For any emergency movements in the city inform security Focal Point about where and
when.

2. Pick up and drop off Airport

e Security Manager has collected the private mobile phone number of the arriving person
to contact him/her in the airport if needed.

e A phone with local SIM card is provided to visitor after he/ she reached the car in the
airport.

e The hotel for the visitors is booked in advance through admin dept. after approval of
Regional Manager and security focal point.

e The security focal point is giving a Safety and Security Briefing for new arriving staff,
consultant and visitor at the first moment in the office.

e The visitors package is given to the new staff, consultant or visitor after arrival at the
airport:

- Hard copy of the MSSAA emergency contact numbers.

- Hard copy of the security briefing presentation

- Cell phone and charger (numbers saved by security focal point)

- Sat phone and charger (numbers saved by security focal point)
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e A proper Safety and Security Briefing will be given as first after arrival in the office.

C. ID/Emergency Cards:

o All staff member’s carry their MSSAA ID Card and their national ID card during working
hours.

D. Personal Safety & Security:

e  Staff will maintain a low profile when in public spaces.

e Be familiar with the Local Security Plan and attachments and acknowledge compliance
with the details therein.

e Attend the internal security and orientation briefing.

e Report any suspicious activity or security information to the Security focal point.

e Be respectful of local traditions and culture.

e Do not take drugs and illicit substances. Refrain from drinking alcohol.

e Avoid at all times crowds and large gatherings (demonstration, religious and sport events.

e et colleagues know where you are going and your estimated time of return. Never travel
alone unless you are a driver.

E. Check out from the office

e During official times at office, staff leaving MSSAA compound for any reasons should
inform their Supervisor of their absence including the reason for the absence.
e National staffs are always informing their Supervisor or Line Manager._
F. Visitors & Guests

e Private visitors need the approval of the Security focal point.

G. Documents & Digital Information

e All contracts and sensitive documents of MSSAA are to be stored in a lockable filing
cabinet in the office.

e Personnel and other staff files are to be kept secured with limited access.

¢ All bookkeeping documents are to be stored in a lockable filing cabinet in the office.

e All MSSAA computers have protected by password, which shall be changed every two
months.

H. Visibility
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e MSSAA vehicle are not marked as MSSAA vehicles.

e Only privet staff vehicle parked on the street, however MSSAA vehicle are not allow to
Park outside of the compound.

e For any emergency reason the MSSAA vehicle park outside of the compound must need
approval of Security focal point.

|. Communication Procedure.

o All staff must be reached at all time and have means of communication: e.g. a mobile
telephone, internet.

o All staff makes sure their phone is switched on at all times, that the battery is charged and
that sufficient credit is maintained.

o All staff is familiar with the correct operation of all communications equipment at their

office.

Routine training is to be conducted as necessary for mobile and sat phone where needed.

e Emergency contact numbers are updated on a monthly basis and handed over to all staff

They must carried in hard copy on your person at all times.

Staff in the field must remain in contact with the driver of their vehicle and notify him/her

of their movements if they are required to move out of visual distance from the vehicle.

No vehicle should leave MSSAA main offices without a functioning means of

communications.

e Drivers must notify capital/area Line Manager upon departure from base, if an incident
occurs and upon arrival at their destination.

o Staff must use only computers provided by MSSAA. Computers must use the operating
system and be configured to require a user name and password for access. Computers
must be screen locked when left unattended.

e Where available, laptop locking cables must be installed to prevent unauthorized removal
of equipment.

e All computers will have virus protection and firewall software installed and regularly
updated.

e Documents, publications or other information related to fields program activities must
not be shared with any other person or agency outside MSSAA without approval from
the Regional Manager.

J. Vehicle, travel & movements:

e Vehicles must always be operated with at least a half tank of fuel. Re-fuel the vehicles at
the end of the day prior to leaving the office._

e Vehicles must never be left unattended outside of MSSAA premises.

e All vehicles must stop in traffic at least one full car’s length behind other vehicles allowing
room for manoeuvre or escape.
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e Movement must be recorded on a Movement Board, maintained by the Logistic officer, or
Admin manager or designate.

Vehicles departing the major city limits will have at least functioning ways to
communicate, cell phone or Sat phone.

Drivers must notify capital/area admin Manager upon departure from base, if an incident
occurs; upon arrival. When driving, the passenger should inform the Security Manager
on behalf of the driver.

e Movement are reduced on Fridays and religious public holidays.

When leaving the office during business hours, all staff must inform Admin Manager of
their movement and estimated time of arrival or return. This information will be
reflected on the vehicle movement board.

e Movements between areas must be made during daytime only.

o Staff will refrain from travelling to No-Go areas pre-defined by Regional Manager and

Security focal point.

K. Staff Health Assistance:

e Check whether medical facilities are located in restricted areas. Define alternative medical
facilities.

o All staff has quick access to a First Aid kit.

e All premises and vehicles are equipped with a First Aid kit.

e First Aid kits are stored in a suitable container which allows ease of access and contents
protection.

o A list of staff that holds first aid or other medical qualifications is established and
communicated to all other team members.

e Each floor has one first aid kits.

o All staff is familiar with the contents of First Aid kits and is trained on the correct use of
each item.

e Location and contact details of medical facilities in the area are included in the Emergency
Contact list and displayed in office and Guest House.

e All medical incidents are reported to the Regional Manager.

¢ In the event of a medical emergency, contact the Regional Manager or Security focal point
and apply Medical Emergency protocols and contact the nearest medical Centre. If safe
to do so, travel to the nearest medical Centre for further treatment.

L. Cash Handling:
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e Allfinancial transactions are done as far as ever possible via bank transfers.

e Use electronic or other traditional banking system wherever possible for cash transfers.

e When cash is obtained for the office relevant staffs have to be aware of the security risk
involved. Prior information shall only be shared with finance and management staff.

e |n case of physical cash transfer, the amount must be split into at least 2 boxes

o All information should be dispensed purely on a "need to know" basis, with a minimum of
people aware of the cash transfer. Codes should be used to designate cash.

e |ndividuals should not boast or talk of their cash transfer experiences.

e Couriers should be given the shortest possible notice of the request to transport cash,
thus allowing little time for the information and travel plan to become common
knowledge.

e Routes, times and the type of transport used should be varied as often as possible.

e Discussion of the cash transfer should not be held using phones, radio. If it must be
discussed over these means, a pre-arranged code should be used.

e Travel routes and times must vary and be disclosed only on an as-needed basis.

e InJalalabad city transport should be done by office vehicle, not public transportation. Use
a reliable driver and change cars and drivers frequently.

e Asafe must be immediately available on arrival at the final destination.
e Inthe event of an attack, staff members will not risk their lives to protect cash.
e Individuals should never talk or boast of their cash-transfer experiences.

M. Fire Procedure:

MSSAA Jalalabad Office, Guest House, and Vehicles are equipped with fire extinguishers
items. All staff should be aware of where the extinguishers are kept and how to use
them. In case of a fire within the office or Guest House immediately inform other
occupants and order the evacuation of the building. If possible, try to extinguish or
contain the fire.

Sound the alarm. Yell for help, summon aid, activate the fire alarm, etc. Do not attempt to
fight the fire until the building evacuation is initiated.

e Determine the cause of fire and what is available to fight it. If it is an electrical fire, it is
important to first turn off electricity, if possible.

In the event of a fire in a building, the first person to discover the fire should shout loudly
the word, FIRE, FIRE, FIRE.

Evacuate everyone from the building.

Before opening doors touch it with your hand, if it is very hot do not open it.

If you cannot leave the building, sit or laydown, keep the fire extinguisher ready.

If you can reach a bathroom, keep the walls wet.

Cover your nose and mouth with a wet cloth.

First aid kits are to be located in first floor, and second floor, and third floor.
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e Remove curtains or other easily flammable objects as far as possible.

e Vehicle to be moved out of fire area.

e Give a call Local police and fire department immediately if you can’t control the fire or you
identify the size of fire are getting bigger.

N. Guards Procedure:

e Guard will be reliable and punctual at all times.

e Guard will not, on day shift duty, read newspapers, or books, watch T.V., or listen to
radios.

e Guard will permit on night shift duty read newspapers, or books, watch T.V.,, or listen to
radios.

e Guard will never misuse, or mishandle any of the Office property. Guards are expected to
report any person who does so.

e You will not discuss this Office business with any member of the public.

e Whilst on duty Guards are expected to be alert, inquisitive, polite, diplomatic, courteous,
firm, but fair in your dealings with the office employees and the general public.

e Guard will not receive any personal visitors at your post.

¢ For further please see Annex 4

O. Incident Reporting:

MSSAA defines an incident as: “An event, action, occurrence or near miss that has caused, or had
the potential to cause, adverse effects to MSSAA personnel, programs or property.

o All events, even apparently minor, must be reported (after confirmation) verbally as a first
step, and written as a second.

e Allincidents and near misses must be reported verbally ASAP to the Security Focal point/
Regional Manager.

e If a “serious incident” occurs the Regional Manager/Security Focal point is then required to
contact HQ,

e At the conclusion of the incident a formal and complete Incident Report will then be
submitted via e-mail within 24 hours.

e Any others security incidents or changes in the security environment are reported
immediately to the Security focal point and Regional Manager.

e Asecurity incident report in writing, ideally within 24hrs after a member of staff reported
an incident, is to be elaborated in English by Security focal point and be reported to
Donor, Security Manager of HSI, Regional Manager and Program Manager for further
circulations with other stakeholders, such as INSO and other NGOs.

e |tis the responsibility of Security Focal Point to share incident reports with the Head
Office, INSO and other stakeholders when deemed necessary.
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¢ Please see the Annex 6 the incident report form.

P. COMPUTER DATA BACK-UP:

Routine computer file backup prevents loss of critical historical data if the computers are
damaged by fire or stolen, or the staff quickly relocates in an emergency. By conducting data
backup and storing the backup medium off-site, program sections can ensure that critical
files are available to reconstitute operations in the event of loss of the computers.

Staff must carry out regular electronic data back-ups on server or external HDD.
Data back-ups are done twice a month.
One or two staff members should be designated to take the data back.

Q. Weapons:

e MSSAA office has a strict no weapons policy.
e Armed personnel of other institutions are not allowed to enter the compound carrying
weapons.

R. Traffic Accident:

e |n avehicle accident, the priority is the safety and well-being of any injured person.
Always apply first aid unless a situation places staff in further danger. If the safety of staff
is threatened, attempt to move from the area and seek medical assistance at the first
available opportunity

e Removing injured passengers who are in imminent danger from them

e Putting out any fires, or taking measures to prevent a fire if one is likely (e.g. if there has
been a fuel spill)

e Ambulance is usually unavailable - consider arrangements to take casualties to the
nearest emergency medical facility, perhaps using your own vehicle — please contact base
to confirm as possible.

e Take the names and addresses of any witnesses

e Exchange contact details with any other parties involved in the accident

e Provide care and assistance as appropriate. Contact local authorities immediately and
cooperate as required. Contact the Security focal point as soon as you can.

e |f feasible, take pictures of the scene and record the names and contact information of
witnesses, responding authorities, and those involved.

e When approaching an accident involving other vehicles consider safety and security,
taking care not to become involved in a second accident while responding.
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S. Sexual Assault:

It is the responsibility of all individual staff to maintain awareness of threats and report suspicious
activities. If anything is unclear, ASK questions of managers to know what, who, when, where, why
and how of the specific situations which may increase or decrease your vulnerability to this threat.

e [f you face sexual harassment, take time to think about how you will respond. Options
may include:

e |gnore the advance. In some cases, this may persuade the harasser to stop.

e Confront the harasser. If you stop and politely ask, “Were you speaking to me? This may
embarrass the harasser into desisting.

e Tell the harasser directly that you do not like what he/she is doing, preferably in the
presence of a witness.

e Record in a diary times and dates and the nature of the harassment.

Precautions:

e Minimizing this risk depends profoundly on the local situation, your common sense and
precautionary actions. Staff must be primary focus on PREVENTION for this threat.

e Develop a strong sense of security awareness and adjust your behaviour to take into
account the environment you are in. The following points are helpful in many situations,
but are a guide only; experience, knowledge of the local cultural situation and best
judgment should also be considered:

e Generally, keep to the main roads and avoid isolated, unsafe or poorly lit locations.

e Avoid walking or driving alone, particularly at night although it is possible attacks can
occur in daylight.

e Move with confidence and determination: walk like you know where you are and where
you are going; even if you have lost your way. If you look timid, uncertain or lost, this can
be perceived as a weakness, vulnerability and easy prey.

e Dress unobtrusively and appropriately - keep in mind local culture and norms towards
both genders.

e Wear comfortable shoes — you might have to run.

e Always carry a mobile phone and spare battery with you.

e Avoid restaurants or bars where crime is known to take place.

e Socialize in groups rather than alone.

e Choose a date wisely and arrange to meet in crowded places.

e Ensure drinks are not deliberately contaminated with drugs.

e Avoid drugs and excessive use of alcohol.

e Install a spy glass in external doors at home, or an intercom system so you can identify
visitors.

e Never open your door to unannounced visitors.
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e Do not publicize your future plans or meeting arrangements where you can be over-heard
by strangers; guard your privacy when in public places such as a restaurant.

e Do not discuss politics, religion or other sensitive issues in a public place.

e Trust your instincts — if they tell you to leave a situation or area, leave immediately.

e Be aware of potential threats by analysing the different types of incidents (if any) in the
past. That is, who was targeted, who were the perpetrators, the location and time of day.

e Review personal security arrangements regularly and change your daily routine.

e Know your own ability. Be honest with yourself and be aware of your capabilities. You
should try to maintain yourself in good physical shape.

e Know your blood type for emergencies.

If sexual assault occurs:

There is no general rule on how to behave when faced with the imminent threat of sexual assault,
violence and rape.

The most common options of reaction are:

e Active resistance: using anger and physical force to distract or fight off the attacker,
including struggling (such as with a knee to a man’s groin), screaming or running away.

e Scratching, kicking, biting, and punching. If someone grabs you, you can't beat him with
strength but you can by outsmarting him. If you are grabbed around the waist from
behind, pinch the attacker either under the arm between the elbow and armpit or in the
upper inner thigh -HARD. Use an alarm if you are able. Remember though active
resistance could also lead to an increased violent response. Commit to your decision to
fight with all your strength. If you manage to disable your attacker — run away as fast as
you can.

e Screaming, blowing the horn, shouting for help

e Running away —fast as you can

e Passive resistance - doing or saying anything that persuades or intimidates an attacker
into changing their mind. Try to ruin the attacker’s desire to force sexual contact with you.

e No Resistance: consider if you sense your life is in danger. By doing nothing you are
attempting to preserve life and minimize the physical harm that is done during the
assault.

T. SECURITY AT CHECKPOINTS:

e Avoid checkpoints whenever possible. Increase attentiveness when approaching
checkpoints or possible threat areas.
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e Consider later departure times to ensure others have travelled the route. When
approaching a checkpoint or threat area, if possible allow others to pass through the area
and observe from a safe distance.

e Approach slowly with window slightly opened.

e At night, switch to low beams and put on the interior light.

e Be ready to stop quickly, but stop only if requested.

e Keep hands visible at all times. Do not make sudden movements.

e Show ID if requested, but do not surrender it unless it is insisted.

e Do not make sudden attempts to hide or move items within the vehicle. High theft items,
such as cameras, and computers, should always be stored in nondescript containers or
kept out of sight.

e Comply with requests to search the vehicle. Accompany the searcher to ensure nothing is
planted or stolen.

e Use judgment about protesting if items are removed. Do not aggressively resist if
something is taken. Request documentation if possible.

e Do not offer goods in exchange for passage. This can make it more difficult for later
travellers

U. VISITOR POLICIES:

e MSSAA Office should develop, and routinely update, policies, procedures, and restrictions
base on HQ-office decision.

V. LOCAL TRANSPORTATION:

o All staff based in Jalalabad, and other field offices are not allowed to travel by public
transportation. Or In case of emergency or as per advisory of Regional Manager, Program
Manager and Security focal point.

W. First Aid Kits

e  First-aid kits always available for all MSSAA offices, vehicles, Guest House. Well
maintained kits, when combined with appropriate training for their use, can minimize the
effect of medical incidents. The kit should be sealed, well-marked and mounted in a
central location which listed on emergency number is attached.

e  Fach field office should designate someone to inspect and maintain the kits.

e The security focal point makes sure the medicines are not out of date.
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X. Media Contact:

e Contacts with Media are only responsibility of the Regional Manager. Will give decision.
e The other staff may have contact with media have the permission of the Regional
Manager.

7. Specific risks

A. Carjacking:

Vehicle hi-jacking incidents can occur in Jalalabad City. It is likely that personnel will be
threatened with the use of force i.e. weapons, physical violence. If your car is attacked,
remember that the likelihood is that the attackers want the vehicle and your valuables. The
following procedure should be followed:

e Stop the vehicle, remain calm and do not resist.

e Apply the handbrake, keep the engine running and put the vehicle in neutral.

e Keep your hands in view.

Do not make sudden moves. Be especially careful when reaching to release your seat belt.

Explain what you are doing.

Comply with the carjackers' instructions quickly.

Be compliant to demands

e Do not provoke carjackers with a display of anger.

e Whenitis safe to do so, inform the Security focal point immediately by telephone. The
location, outline of incident, casualties, and current situation will be required information.
The Security focal point will inform local police/ and Regional Manager immediately.

B. Health

o All staff should be vaccinated against Hepatitis, also keep some medicines including
Flagyle, Ciprofloxacin, Omeprazole, and analgesic.

e New staff should aware of available medical facilities and informed on the first aid kits at
Office, Guest House.

o A list of hospitals/doctors Annex 5, for different medical conditions is attached. Such lists
should be available in the office, Guest House, Vehicles.

C. Bomb Explosion:
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MSSAA staff are travelling within Jalalabad City and visiting the field offices regularly. Field staff
travelling to the field has to obtain all available information on the risk of IEDs before or during
their trip.

If the IEDs or BBIEDs hit directly to MSSAA premises the following actions immediately should
take.

o Alert emergency medical services and police.

e |dentify and ensure medical treatment of casualties.

e Do not disclose details of casualties until next of kin have been informed.

Carry out a roll call (including visitors and contractors).

Remove non casualties to safer location.

Seal off access to site in case of further devices or risks from structural damage.

Set up a control Centre with effective communications in an alternative, safe area

e Contact families of victims. Consider immediate deployment of additional personal to
include (depending on scale and details of incident) security manager to provide
expertise in the following activities: liaison with emergency services, employee
assistance, community and family support, setting up alternative office site, investigation
of incident in conjunction with local authorities.

e Regularly seek to obtain updates and further details on casualties and do not disclosed
these details until next of kin (relatives and family) have been informed.

e Continually monitor and assess the local security situation.

e |f applicable, contact the local government and the pertinent embassy/consulate.

e Assess exposure of other personnel and facilities.

e Review security arrangements for remaining personnel and facility or community assets.

e Seek to conduct full investigation of the incident in conjunction with local authorities and
appropriate diplomatic representatives.

e Assess damage to site.

e Consider alternative business locations.

e First aid kits available

e Fire extinguishers available

8. Contingency Planning:
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A. Evacuation:
e Inan evacuation, MSSAA aim is to return staff to their homes or to a place of safety and

this is no option remains to maintain the protection of life
e  For further please see the Annex 8

B. Hibernation

When? Prior to relocation/evacuation or should it be impossible to evacuate (all roads are closed
and no air assets are available), MSSAA will go into hibernation, meaning that:

e Program implementation is suspended
e National staff is advised to return home
e For further please see Annex 7.

C.ATTACKS

1. Indirect Attacks:

e |ndirect attacks are those attacks when the office is not directly targeted (may be some
security issues happen near the office and indirectly we are targeted). In case of the
indirect attacks the following steps should be followed by staff.

e Switch on the Alarm

e All doors and gates should be locked.

e |nthe event of any suspicion of security concern in the surroundings of the NGOs
compound all personnel will move into the safe room which is cleared by security focal
point.

o All staff restricts their movement until the area returns normal.

e |[f any staff is in the city (during attacks?), they immediately contact security focal point for
appropriate guidance.

e The security focal point will contact all staff present in the office during the attack in the

city.

The Regional Manager/ security focal point will coordinate to use alternative routes for

staff if it’s possible if not stay in safe room until the situation return normal.

2. Direct Attack:

e The guards or any other staff immediately should turn the alarm on.
e All staff should be prepared for an evacuation.
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Regional Manager/ security focal point should contact INSO/NDS, UNDSS, ANSF, and

embassies.

In case office building catches fire, fire brigade office should be immediately informed.
If it appears the attackers will be able to enter the compound and no attackers are along

the location, then Regional Manager/ security focal point will choose between these

options for evacuation:
Staff should escape from exit way to the neighbor, using the ladder and rope.
If escape is not possible everyone will move onto the roof, or into Safe room.

The security focal point keeps contact for assistance and make sure all staff are placed in

safe room.
During the attacks those staff are outside of the office immediately inform about the
situation.

D. Earthquake

Try to find out which parts of the building are safe and which not, secure or move heavy objects
which could fall like lamps, furniture etc., mark escape ways, emergency exits and locations of fire
extinguishers and first-aid kits clearly, keep your water supplies full- water is mostly missing after
an earthquake.

If Indoors:

Drop to the ground; take cover by getting under a sturdy table or other piece of furniture
and hold on until the shaking stops. If there is no table or desk, cover your face and
head with your arms and crouch in an inside corner of the building.

Stay away from the glass, windows, outside doors and walls and anything that could fall,
such as lighting fixture or furniture.

Use a doorway for shelter only if it is in close proximity to you and if you know it is a
strongly supported, load bearing doorway.

Stay inside until shaking stops it is safe to go outside.

After the main quake other minor ones can follow, keep away from damaged buildings or
objects.

If outdoors

Stay there until the shaking stops.
Move away from buildings, streetlights, and utility wires.
Do not take cover under balconies or ledges, they might break.
If you are in a car, stop it and keep away from hills, bridges, trees, high buildings etc.

After Earthquake:
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e |f you are locked or trapped make noise and try to get attention.
e Turn off electricity and gas; be cautious when turning on lights and fire, there might be
leaked gas or fuel.

E. KIDNAPPING AND HOSTAGE:

e Hostage-taking is defined as the seizure or detention of a person with the threat to Kkill,
injure, or continue to detain that person in order to compel a third-person, or
governmental organization to do, or to abstain from doing, an act as an explicit or
implicit condition for the release of the person detained.

e Kidnapping is defined as; the forced capture and deduction with the explicit purpose of
obtaining concessions, ransom or other action from the captive or others associated
with him/her. For the purposes of clarity, it is maintained that Hostage- taking refers to
a situation whereby terrorists or criminals have taken hostages and are in a state of
siege by security forces, kidnapping refers to actions by terrorists or criminals where a
family or private employer has taken persons for the purposes of obtaining ransom or
other action.

Duty of care for Families:

e MSSAA also recognizes that any period of detention will be profoundly stressfully for
family members of the hostage(s) and will make all efforts to ensure that families are
supported and kept informed of developments throughout the incident.

e There are four distinct phases to a kidnap or hostage situation. MSSAA responsibility and
duty of care will continue through all phases.

e Although it is the responsibility of the host nation to lead all efforts to ensure a successful
resolution to a hostage situation, MSSAA shall also make every effort to secure the speedy
and safe release of hostages.

e |evel 0 =Kidnapping incident

e Level 1 = CMT coordination

e |evel 2 = Period of captivity

e |evel 3 =Rescue, release or recovery of hostages
e |Level 4 = Repatriation
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Structure and Responsibilities of CMT

1.1  Decision-making Authority:
In the event of hostage-taking, the Director, Deputy Director, Regional Manager and Projects crisis
management (CMT) team shall be responsible for decisions and ensuring that there is a coherent
response by MSSAA to any hostage incident.

2.1  Management of Hostage or Kidnap Incident
The Regional Manager or deputy will guide the day to day operational actions taking advice where
necessary and delegating tasks as required. To ensure that incorrect or premature information is
not released that may be harmful or detrimental to the welfare of the hostages or their family;
the rescue delegation will sanction all communications regarding the situation after consultation
with the consultant team of MSSAA

*Every key member of the SMT and CMT needs to have a permanent deputy, who can replace the member
in case of absence.

i

*Note: CMT had different structure and responsibilities, but team members communicate always with
their counterpart.

F. Medical emergency

Address: House.N0:295 Zone. 01 Nearby Afghan Turk High School Jalal Abad City Afghanistan

Mobile: 0700636332 /0787896965 Page 1-24



MSSAA
Malwand Soctal Services

Maiwand Social Service Association for Afghanistan

MSSAA during a medical emergency calling to Ambulance and carry the patient to the nearest private
hospitals in order to cure the patient well.

1. Non-life threatening illnesses and injuries:

The patient or casualty calls RMSI directly to get an appointment at their clinic in Kabul. He/she will be
transported privately or by ambulance to the RMSI clinic.

+93787896965/+93785103090

2. Medical Evacuation: Serious injuries and illnesses

3.1 Management Medevac:
Scenario A: Medevac from Jalalabad:

ﬁ Patient/Casualty calls ZAID ALAMI +93784316355

Step 1 —Contact: RMSI: In case of serious injuries or illnesses the casualty/person calls ZAID ALAMI. He will

contact Ambulance. After an examination (can also be in local afghan Hospital)

Call: +93784316355

ROKHAN Hospital
(0) 766226655

2. L 3,

Transfer to an In case needed,
appropriate clinic execute Medevac

in Jalalabad to Peshawar
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Scenario B: Medevac from THE FIELD:

E Patient/Casualty calls Manager +93787896965

G. Medical Emergency Plan for Local Staff in Jalalabad:

MSSAA has comprehensive medical emergency response procedures in place for all staff. In some cases,
there will be different procedures for staff. Therefore, all local staff must know usage of basic first aid
Kits or provide training first aid to all staff can greatly reduce the effects of sudden illness or injury,
especially in areas without an effective emergency medical response system. When responding to any
medical emergency, consider the following:

1. Incase an injury of staff
which is driver or passenger

Staff/ Local people is conscious he should

and ANSF give contact Security focal point

FIRST AID (0780066917). Then he
immediately informs
Regional Manager, and then
they will inform HQ, if it's
necessary

2. The Security focal point will
inform the family of the
injured staff.
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No insurance for
staff.

H. Supporting Information (Contacts & Maps etc.)

Relevant quidelines for MSSAA:

1)

2)

Injured staff will refer to
Emergency
hospital/Contact number
(0766226655)

Injured due to other types
of accidents, will refer to
public health Hospital of
Nangarhar.

o The MSSAA Guidelines for more safety and security in missions, MSSAA, form the basis for the
elaboration of concrete and context specific decision and as well as a local security plans.

e The MSSAA framework Relations with the donor the overall policy frame for security management

in areas of conflict.

I. Author, date of last update
e (Security focal point)

Annexes:

Location of MSSAA office, in Jalalabad Afghanistan
Whitelist and non-whitelist list Location

Drivers SOP

Guards SOP

List of Jalalabad hospitals

Incident Reporting format

Evacuation

Hibernation

NGO~ LWNE
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2. NNEX 2: Non-Whitelist Location, Whitelist Location.
° Visits to non-whitelisted locations are generally not allowed as bellow.

- Zone# 4 Base Areas.
- Zone#6 Khalis family area.

3. ANNEX 3: Vehicle, travel & movements

e Vehicles must always be operated with at least a half tank of fuel. Re-fuel the vehicles at
the end of the day prior to leaving the office._

e Vehicles must never be left unattended outside of MSSAA premises.

e All vehicles must stop in traffic at least one full car’s length behind other vehicles allowing
room for manoeuvre or escape.

e Movement must be recorded on a Movement Board, maintained by the Admin Manager
or designate.

e Vehicles departing the major city limits will have at least 2 functioning ways to
communicate, cell phone or Sat phone.

e Drivers must notify capital/area Admin Manager upon departure from base, if an incident
occurs; upon arrival. When driving, the passenger should inform the Security focal point
on behalf of the driver.

e When leaving the office during business hours, all staff must inform Admin Manager or
Security focal point of their movement and estimated time of arrival or return. This
information will be reflected on the vehicle movement board.

e Movements between areas must be made during daytime only.

o Staff will refrain from travelling to No-Go areas pre-defined by Security focal point.

e Wear seatbelts at all times during a trip. Driver shall not start the engine before all
passengers have fastened their seatbelt.

e Vehicles must return to base immediately if difficulties are encountered on route or in
case of communication breakdown.

e Daily maintenance and equipment check for the vehicle, at the start and end of working
day.

e All vehicles will be parked facing an exit to facilitate rapid departure as necessary.

e No calls while driving. Answering a work related call is permitted provided the vehicle
stops whenever it is safe to do so.
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Non-authorized passengers and/or persons carrying a weapon are not allowed on board
an MSSAA vehicle anytime.

Each vehicle will have a logbook recording mileage, fuel, maintenance checks, drivers and
passenger’s name, destinations, and leg time.

Field staff must not be left on project sites without immediate access to transport.

A map of go and no area must be drafted, updated on a quarterly basis and made
available to all staff and drivers. Training to be organized to all new staff.

e Car windows must always remain half closed to prevent robbery and assault.

e Doors should be always locked.

e Missions to medium/high risk areas must be approved by the Regional Manager.

2. Alcohol and drugs

e No alcohol or drugs are to be consumed whilst driving an NPO/RRAA ERO vehicle. Any
other type of drug is strictly prohibited.

e MSSAA operates a no smoking policy in all of its vehicles.

o SEATBELTS ARE MANDITORY for the driver and all passengers

3. Prohibited items

e The following is a list of prohibited items in MSSAA vehicles:

e Alcohol

e |llegal Drugs

e Firearms or weapons of any other types — knives, machetes, swords etc.

4. Prohibited people

The following is a list of people who are prohibited from travelling in an MSSAA vehicle except in a
case of emergency or if forced to do so.

e Any member of uniformed services (Police, Army, Local Police).

e Any other combatants (Paramilitary, etc).

e Non MSSAA employees except in special circumstances. security approval required

e Any person civilian or military who is carrying any type of weapon.

e (Civilians including beneficiaries except in special circumstances.
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Any exceptions should only happen with the prior agreement of the Regional
Manager/ Security Focal point.

5. Hours of use

All drivers will take a 30 minute break after first two hours driving of continues driving
in safe place.

Driver will take another 30mints break after another two hours continues driving

For a consecutive journey of duration of more than 10 hours either two drivers must
be used. In case only one driver beside 30mints break after the two hours driving at
least haft time of the trip minimum rest of one hour break.

Under normal conditions no single driver should work more than a 10 hour shift.

6. Night time driving

During normal operations no MSSAA vehicle is to be driven outside of a
village/town/city limits after dark.

Authority to travel at night outside of the city limits must be pre-approved unless in
an emergency situation such as a medical emergency where there is no time to seek
advanced approval.

7. Vehicle safety equipment

Listed below is the minimum level of safety equipment to be carried in every MSSAA
vehicle. Subcontracted Logistic services should be made aware that this equipment is to
be provided in their vehicles as a mandatory.

Fire extinguisher.

First Aid kit.

Hazard warning triangle.

Spare wheel and wheel brace. If working in an area involving a lot of off road driving
then 2 spare wheels should be carried.

Tow rope.

Basic tool box and vehicle jack with block of wood for jacking up on mud/soft ground.

Torch and spare batteries.

Blanket.
Emergency food and water. For the field trips

8. Pre-Departure vehicle checks
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Each driver is responsible for the day to day checking of their vehicle before they leave the
compound. This daily check should include:

e 360° visual inspection of the vehicle.

o Fuellevel.

e Oil and radiator level.

All vehicle lights and indicators are clean and working.

The vehicle horn is working.

The vehicle has the correct safety equipment in it (as per list above in 7.0).

Test that the vehicle communications equipment is working.

e The vehicle is clean and in a presentable condition.

e Any vehicle fault must be reported to the Security focal point as soon as is possible.

9. Traffic laws and accidents
e You are to be aware of and abide by all the traffic laws that apply in Afghanistan.
e You are to know and follow the legal requirements/procedures for dealing with a road
traffic accident.

10. Speed limits:
e Inside of Jalalabad city speed limit is 40 kph

e Inside of Nangarhar province speed limit- 60 kph.

e Inrural areas the speed limit is - 80 kph.

e All drivers should respect the traffic law

e Reminder in urban area 40kph and rural area 80Khp, nevertheless driver are strongly
reminded to decrease the speed in case it’s necessary. Like people walking beside the
roads, children are playing on the road.

e When travelling by convoy outside of cities vehicles should keep a distance of 75 to
100 metres apart. At no time should the vehicle convoy speed go above 60 kph except
in an emergency.

11. Operating communications equipment:

e Mobile phones are not to be operated by the driver whilst driving the vehicle. If the
driver is alone and needs to answer a call the driver must stop the vehicle in a safe
place before answering the call.

e If the drivers under risk situation can answer the phones.

e No MSSAA vehicle is allowed to travel without some form of communications
equipment in it (Cell Phone) subject to the local communications network coverage.

12. Vehicle breakdown procedure
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e Under no circumstances should an MSSAA vehicle be abandoned if it has broken down
except in an extreme emergency where it is deemed unsafe to leave staff with a
broken down vehicle.

e |If travelling in convoy cross load all equipment and stores to other MSSAA vehicles.

e Use your mobile phone to summon help. You should then wait with the vehicle until
help arrives.

13. Wearing of seat belts

e It is mandatory that any person travelling in an MSSAA vehicle wears a seat (safety)
belt.

e The driver must not start the trip while the passengers not holding the seatbelt

e This applies to both front and rear seat passengers.

e MSSAA staff should avoid where possible travel in any vehicle where seatbelts are not
fitted.

e Any MSSAA staff member has the right to refuse to travel in a vehicle that does not
have correctly fitted seatbelts or that is deemed to be in an unworthy road condition.

14. Vehicle on fire

e If the vehicle you are travelling in catches fire immediately bring the vehicle to a
controlled stop.

e All occupants should get out of the vehicle immediately and move at least 25 metres
away from it.

e The driver is to attempt to put out the fire with the vehicle fire extinguisher. However
if this is not effective then the driver must move away from the vehicle a safe distance
as well.

e Do not attempt to rescue equipment from a vehicle that is already on fire.

e C(Call the fire department immediately and inform the security focal point.

15. Refueling

e The driver is responsible for the refuelling of the vehicle at the end of the working day
or as needed to ensure the tank never falls below half.

e In periods of increased security at no time will the vehicle fuel tank be allowed to fall
below the 3/4 full mark.

16. Parking
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e The driver should not leave a vehicle unattended unless it is in a secure parking area.

e All vehicles must be always reversing parked so that in an emergency they can be
driven away quickly.

e Monthly checking the vehicle according to monthly vehicle check list will conduct by
security focal point.

17. Driver policy
e Vehicles should be driven only by drivers specifically employed by MSSAA or by other
staff officially authorized to drive.

18. Driver & Vehicles documents
e All drivers should have the valid driving license, and need to make sure they carry it all
the time while driving.

e A copy of valid vehicle registration documents should be available in the vehicles (in
case police ask for the original one, then it can be send from office).

Annex 4: Guards Security Procedure.

You will be reliable and punctual at all times.

You will not, on day shift duty, read newspapers, or books, watch T.V., or listen to radios.

You will permit on night shift duty read newspapers, or books, watch T.V., or listen to radios.

You will never misuse, or mishandle any of the Office property. You are expected to report any

person who does so.

You will not discuss this Office business with any member of the public.

6. Whilst on duty you are expected to be alert, inquisitive, polite, diplomatic, courteous, firm, but fair
in your dealings with the office employees and the general public.

7. You will not receive any personal visitors at your post.

Hwn e

w

1. Guards Tasks

a. Office entrance

e To register in the logbook all staff who are arriving at or/ and departing from the office.
e To observe surroundings office areas to deter criminals and intruders;
e To raise the alarm in the event of an emergency (intrusion, fire).
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e You will not allow any unauthorized persons to enter the office or the compound.

e You need to make sure; none MSSAA staff is properly checked and registered in the
registration logbook when entering the compound.

e You need to check visitor’s identity cards, positions/functions and then call the staff that
should receive the visitor.

e You need to escort visitors to the relevant staff department to make sure staffs know
him/her.

e Submit a written report in the format given at the end of your shift to Security focal point.
You may not leave your patrol area, unless properly relieved.

e You will maintain a logbook of all occurrences at your post, even if you have nothing to
report.

e You will record all materials going out of the office in a daily register and submit each
morning the previous day register to the appropriate management.

¢ Vehicle search (as directed) of vehicles leaving the complex.

e When staff is leaving with unauthorized stores, or goods, etc. keep staff at the entrance
and call the security focal point.

e You may not leave your post, unless properly relieved.

e Have a list of emergency phone numbers and personnel of the Offices to be contacted in
any emergency.

e In the event of a fire in a building, the first person to discover the fire should shout loudly
the word, FIRE, FIRE, FIRE.

e Turn off the electricity

¢ In case of big fire, the guards immediately call the fire department, plus the security focal
point.

e You will relieve the patrol guard when necessary to do so.

2. Patrolling

e Pay particular attention to doors and windows of buildings in your patrol area. If these are
not secure, secure them. If they cannot be secured, pay extra attention to them (report to
Security focal point).

e Report all suspicious movements and behaviour of personnel observed during your patrol
tour.

e Your patrol will include an inspection of the perimeter walls. You will note any suspicious
vehicles parked outside and record the registration numbers. You will point out in your
reports any weak spots in the perimeter protection.
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4, ANNEX 5: List of Hospitals in Jalalabad

EMERGENCY HOSPITALS

No. of

Teaching Hospital

conciliate.

Name District Beds Location Primary Tel. | Secondary
Public Health District 3 | N/A | Jalalabad City. 0799308889
Hospital.
Roshan Hospital | District3 | nja | 22alabad City onl ooqe 6655 | 0777262761
Kabul main road.

Spin ghar District 1 Jalalabad city, near

; N/A . ’ 7 24464
Hospital / to Golai arab ha. 070062446

; i Jalalabad city

University District 3 | 100 | opposite to India | 0700609640 | Nill
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5. ANNEX 6: Incidents Report Form

1. Day, date, time

2. Location

3. Type of incident

4. Description of incident

5. Details of casualties
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6. Damage to equipment

7. Current situation

8. Decisions made and actions taken (by whom)

9. Recommendations
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ANNEX 7: Evacuation

In an evacuation, MSSAAaim is to return staff to their homes or to a place of safety and there is no
option remains to maintain the protection of life. Therefore, staffs who are working in their own
country will not normally be evacuated from their country.

Always to keep with one self:

e |D card and/ Original passport
e MSSAAID card

e Emergency contact list

e Mobile phone with a spare card

Step 1: Prepare area office administration (If operations are to continue

e |eave sufficient cash in safe for 1 month running costs (including salaries, in individual
envelopes for each staff) (with cashier)

e Sign letter for the bank authorizing Finance Manager to withdraw cash from banks

e |eave recommendation letters for all staff

Step 2: Gather documentation

e Pick up the area office’s original finance documentation (vouchers and supporting documents)
and put them in the evacuation vehicle.
e Back up admin & finance computers and take a copy on removable hard desk.

Step 3: Proceed to relocation point (identified guesthouse), along planned routes

e Do not speed, unless in extreme immediate danger;
e Update Security focal point/ INSO every hour by SMS
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Step 8: Debrief once in relocation point

Inform Regional Manager and MSSAA
Check on each relocated staff, talk to them individually;

ANNEX 8: HIBERNATION

Preparations for Hibernation:

Enough food and water for 7 days for all re-locatable staff should be stored at the
concentration point. All re-locatable staff should be informed about the location of the food
and water (and key to the room/trunk if applicable).The logistician must regularly ensure that
there is enough food (and ensure that all items have note reached their expiry date) and
water for all re-locatable staff. Only dried, canned and long life food items shall be stored.
Emergency fuel should always be stored at the Concentration Point.

All un-essential documents should be destroyed (i.e. copies of all vouchers, copies of
beneficiary lists etc.). Only the documents pertaining to the running month should be
transported to the concentration point (i.e. accountancy documents; procurement
documents; beneficiary lists; original staff contracts etc.).

2 cars should be ready to leave in the compound: full tank of fuel, 2 spare tires and the
standard safety equipment. Both cars should have enough food and water for 2 to 3 days.
Re-locatable staff should ensure that their Quick Run bags are ready (change of clothes; map;
ID documents; emergency phone numbers etc.)

All MSSAA visibility should be removed at the Office.

One office Focal Point (National staff) should be designated in case a full-scale relocation
takes place. He will be in charge, if the security situation allows it, of all MSSAA related issues
until the SO returns.

Extra gas cylinders for cooking;

Flashlights (essential) and lanterns if available

Medical Support:

Ensure that a well-stocked First Aid kit is in the compound and that all staff knows where it is.

Identify First Aid First Responder

Communications:
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e Cell phones should full charge and enough balance on your phone.
o Satellite phone should be fully charged and important contact numbers already pre-programmed.

The END
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